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<sunmary>

Summary description for clsCrypt.
</ summar y>

public class clsCrypt

public clsCrypt()

{
}

public byte[] conputeMDSHash(string strPlainText)

{

/1 The array of bytes that will contain
/lthe encrypted val ue of strPlainText
byte[] hashedDat aByt es = new byt e[ 16];

/1 The encoder class used to convert
[lstrPlainText to an array of bytes
UTF8Encodi ng encoder = new UTF8Encodi ng();

/Il Create an instance of the NMD5CryptoServiceProvider class

MD5Cr ypt oSer vi ceProvi der nd5Hasher = new MD5Crypt oServi ceProvi der () ;

/] Call ConputeHash, passing in the plain-text string as an array of bytes

}

// The return value is the encrypted value, as an array of bytes
hashedDat aByt es = md5Hasher . Conput eHash(encoder. Get Byt es(str Pl ai nText));
return hashedDat aByt es;
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private void btnAdd_Cick(object sender, System EventArgs e)
{

/11. Create a connection
string strConnString =

"server=| ocal host ; uid=sa; pwd=; database=MyTestDB";
Sql Connecti on obj Conn = new Sgl Connection(strConnString);

/12. Create a command object for the query

string strSQ =
"I NSERT | NTO t bl User Account s( User nane, Password) " +
"VALUES( @Jser nane, @assword)" ;

Sql Conmand obj Crd = new Sql Command(strSQL, obj Conn);

/13. Create paraneters

Sql Par anet er paranisername = new Sql Par anet er (
"@Jsernane", Sqgl DbType. Nvar Char , 50);

par amJser nane. Val ue = txtID. Text;

obj Cd. Par anet er s. Add( par amJser nane) ;

[l Encrypt the password

clsCrypt cr = new clsCrypt();

byte[] hashedBytes = new byt e[ 16] ;

hashedByt es = cr.conput eMD5Hash (txtPass. Text);

Sql Par anet er paranmPwd = new

Sql Par anet er (" @assword", Sql DbType. Bi nary, 16);
par anPwd. Val ue = hashedByt es;
obj Cnd. Par anet er s. Add( par anPwd) ;

//lnsert the records into the database
obj Conn. Qpen();

obj Crd. Execut eNonQuery();

obj Conn. d ose();

/'l clear
txtID Text ="",;

/'l Redirect user to confirmation page...
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select ¥ from thluseraccounts
v
L4 >
Uzer Il UserlMame Password
1 1 1243 O=x51BCFEAD1596D06CACDEIECYFCCYEDTS
2 2 wrahid OxC2A2398C7F2OA019327AE1396ACET7E8EE
3 3 ali 0=x47311BD45COD2ZESI54780963EB9F 35318
4 4 ha=an O0xDODALZS44EBEGZ2 IFOLAS2Z0CEQLZ CE4ESD

a 1 Grids Mezzages

Cuer WAHID (3,00 WaHIDYYahid_Masiri (54) myTestDE | 00000 4 rows  [Ln 1, Col 30
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bool isUserValid(string userlD, string userPass)
{
//1. Create a connection
string strConnString
"server =l ocal host ; ui
Sql Connecti on obj Conn

=sa; pwd=; dat abase=MyTest DB";
new Sql Connection(strConnString);

(| E =R

/12. Create a command object for the query

string strSQ. ="SELECT COUNT(*) FROM User Account " +
"WHERE User nane=@Jser namre AND Passwor d=@assword";

Sql Command obj Crd = new Sgl Command(str SQ., obj Conn);

/13. Create paraneters

Sql Par anet er paranlsernanme = new Sql Par anet er (" @Jser nane”,
Sql DbType. Var Char, 50);

par amJser nane. Val ue = user| D,

obj Cnd. Par anet er s. Add( par anlser nane) ;

[l Encrypt the password

byt e[] hashedDat aByt es = new Byte[ 16];

clsCrypt cr = new clsCrypt() ;

hashedDat aByt es = cr. conput eMD5Hash (user Pass);

Sql Par anet er paranPwd = new Sgl Par aret er (" @Passwor d”,
Sql DoType. Bi nary, 16);

par anPwd. Val ue = hashedDat aByt es;

obj Cd. Par anet er s. Add( par amPwd) ;

/llnsert the records into the database

obj Conn. Qpen();

int iResults = (int) objCnd. ExecuteScal ar();
obj Conn. d ose();

if( iResults == 1)
/[ The user was found in the DB
return true;

el se
/[ The user was not found in the DB
return fal se;
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txtl nput. Text, "SHA1l");
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